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PekoMeHIALMN N0 321HTe HHPOPMATHH OT BO3ACHCTBHS NpPOrpaMMHBIX
KOJ0B, NPHBOASIIIHX K HAPYWEHHIO INTATHOTO (YHKIHOHHPOBAHHS Cpe/icTBA
BBIMHC/JIHTEILHOH TEXHHKH, B LeJSX NMPOTHBOAEHCTBHA HE3aKOHHBIM
hrHAHCOBBIM OnepauuaM

[Tpy ucnonp30BaHHM CHCTEM JHCTAHUMOHHOrO (hUHAHCOBOrO OOCIYKMBAHHA H
HecobMoneHH peKOMeHalHii, yKa3pIBaeMBIX B MpaBuiax 6e30MacHOCTH TaKHX
CHCTEM, JUI NOJIL30BATE 1Sl BO3MOJKHEI PHCKH TOJIYYEHHS HECAHKIIMOHHPOBAHHOTO
noctyna (panee — HCJI) k 3ammimaeMoil HHQOpMaUHK © LEIBIO OCYIIECTBIIEHMS
(buHaHCOBBIX omepalmii THIIaMH, He 00JNajaloMMH MPABOM HX OCYILECTBIIEHMS,
YTEUKH TEPCOHANbHBIX JaHHBIX U HHOH 3aIlHImaeMoil HH)OpMaLHH.

B uensx NpEAOTBPALICHHA BO3MOJKHBIX HEraTHBHBLIX TMOCJACACTBHH BCIIE/ICTBHE
peaM3alliid TAKHMX PHCKOB PEKOMEHIAYETCH.

1. He coobmars nOCTOPOHHHM IHMLAM [EPCOHWIbHbIC JaHHBIE W
uHpopMaIMI0 0 GaHKOBCKHX KapTax (cuerax) yepes ceTb IHTEpHET, JIOTMHBI ¥
NapojH HOCTYNOB, WCTOPUIO OMNEepalMil, TaK Kak OSTH AaHHEIE MOTYT ObITb
nepexBayeHbl 3J0YMbILIICHHUKAME H HCIIONB30BaHL! IS TIOJYYEeHH JOCTYNna K
Bameii 3amumaemoii uabopManum.

2. He sanucelBath JOrMMH M Maposib Ha Oymare, MOHUTOpE, KIIABHATYPE M HHBIX
YCTPOHCTBAX, C MCHOJIB30BAHHEM, KOTOPBIX OCYIIECTBISIOTCS —(PHHAHCOBBIE
orepaLuH.

3. He ucnons3oBaTh GYHKLHIO 3ANOMHHAHHA JOTHHA ¥ napois B Opaysepax
IJIsL HCTIOJb3YEMBIX TJIATEXKHBIX CHCTEM.

4. He ucnons30Barth 0MHAKOBEIE JIOTHH W NAPONb L1 AOCTYNA K PasIHYHEIM
CHCTEMaM.

5. PerynapHo npoM3BOAMTH CMeHY napoJieii. Mcrosb30Barh ClOKHOCOCTABHEIE
Napoyid, KOTOpBIE, COJAEP/KAT IIPONMHCHLIC M CTPOYHBIE OYKBBI, a TaKxke
CMCUHAIBHBIE CHMBOJIBL, M HE COCTOAT MCKIIOYHTEABHO H3 HWMEH, HOMEPOB
Tese)OHOB U NAMSATHBIX J4T.

6. Ilo BO3MOKHOCTH coBepluaThb ONCPALMH TOIBKO CO CBOETO JHUHOIO
CpeacTBa AOCTYNA B LCHAX COXPaHEHHs! KOHQHMAEHLMATBHOCTH MNEPCOHAIBHBIX
JaHHBIX H HHOW 3allHIIaeMoi HHOOpMAUUH.

7. 3Baeepwarh ceaHc paboThl C [UIaTEXHBIMM CHCTCMaMH, WCHOML3YA
COOTBETCTBYIOIIMI YHKT MEHIO (Hanpumep, «Beiiitu»),



8.  Ilpu BeIMOJAHEHMH OMepalMii B MJIATE/KHBIX CHCTEMAX C MCHOJIL30BAHUEM
YYKHX KOMMBIOTEPOB MM HHBIX CpPEACTB AOCTYNa HE COXPaHATh HA HHX
NEPCOHANbHBIE daHHbIe W APYTYI0 HH(OPMalMIO, a MOoCje 3aBEpLICHUs BCEX
onepauui ydoeauThCH, YTO MCPCOHATBLHBIC AaHHbIC M Apyras UHpOpMauMa He
COXPaHHJIHCE.

0. He nepenasars HUKAKOH nepcoHanbHOM M HMHOH KOH(MHACHIMAILHOH
HHQOpMALMH MPH  TONYYEHHH [HCEM MO0 IEKTPOHHOI mMouTe OT AKOOHI
npejacTaBuTeel DaHKOB M WHBIX (DMHAHCOBBIX OpPraHM3aliil, CCIH MOJY4YCHHE
TaKUX MHCEM HHHUMHUpoBaHO He Bamu. He nmepexoauTe mo ccblikaM B TaKHX
MHMCbMAaxX, He OTKPHIBaTh BJOKEHHBIC NpUAOKEHHS (TakHe pecypchl MOryT
coaep:KaTb BPENOHOCHOE nporpammHoe obecneyenne). He 3BoHHTE MO
TenedoHaM, yKazaHHbIM B MOAOOHBIX MHCHMaX, U HE OTBEYaTh Ha HUX. [ cBA3M
HCMONB30BaTh HOMepa TeleOHOB M JJICKTPOHHBIE ajpeca, yKalaHHble Ha
ohHINANBLHBIX calfTaX BaagenbleB GHHAHCOBEIX CEPBHCOB.

10. Ilpn perucTpauuu Ha CTOPOHHMX HHTCpHET-caliTax BCerja H3MEHATh
MapoJjiH, KOTOpkIE NPHXOAAT BaM 1o 371eKTPOHHO# nmouTe.

11. He 3anyckate Ha CBOEM KOMIIBIOTEpE MpPOTPAMMEI, MONy4YeHHBIE H3
HE3aCTy:KHBaOUHX J0BEpHA HCTOYHHKOB.

12.  Hcnonb3oBath aHTHBHPYCHOE MPOrpaMMHOE O00ECHEYEHHE M MCIKCETEBHIC
JKpaHbl. :

13.  PeryaspHo MNpOM3BOANTE OOHOBAEGHHE CHMCTEMHBIX H  TPHKIATHBIX
NPOrpaMMHBIX CPECTB. '

14, B cioyyae oOHapy:KeHMA TNOMO3PUTENBHBIX AEHCTBHI, COBEPIIEHHBIX OT
Bawero umenn B, Cucreme, HE3aMCIIMTENIBHO CMEHHTH JIOFMH M I11apoJib U
CoOoOIHTE 006 HHuMAeHTe HHGOpMaUHOHHON GesonacHoctn B CryxOy
TEXHHYECKOH noiep:kH baHka HIH NIIaTeXXHOTo cepBHCa.

15. B cayyae oGHapy:KeHMsl HECaHKIIMOHHPOBAHHBIX IeHCTBHII CO cpeicTBaMH,
HaxXoAslMMHCA Ha Bammx cyerax, yTparbl (IOTepH, XMIIEHHS) YCTPOICTBa, C
HCIIOJIB30BAHHEM KOTOPOTO OCYILECTBIISJIMCh (PMHAHCOBBIC OMEpalHH, IOJaTh
3asdBlIEHUE HA BDEMEHHOE OTKIIOYEHHUE OT MJIATCIKHOM CHCTEeMBI, ITOIATh 3asBlIeHHE
0 JAHHOM ()aKTe B TMPABOOXPAHMTENBHBIC OPraibl H MPEKPATHTH HCIOIB30BAHUE
(oBecToyuTh) MEPCOHANTBHOr0 KOMMBIOTEPE H MHBIX, CPENCTB AOCTYNA B LCIAX
COXpaHeHus JIOKa3aTellbHOI Da3bl.
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